
The Silver Tongue vs. The Iron Fist
Being Better at Physical Security and Tense Interactions

Deviant Ollam



Content Warning:

Crisis Events

Breaches of Trust

Negative Interactions w/ Law Enforcement

Criminal Victimization



Butthurt Warning:

Events That Have Failed Our Community

Security Team Leads Who Have Given Disastrous Interviews

Misogynist Fuckboys Who Have Looked Foolish on Twitter



https://deviating.net

Physical Security is my Job

Presenter
Presentation Notes
This is what I’m known for.  It’s what my firm does.
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Physical Security for Assets

Presenter
Presentation Notes
People think that means we do entry only
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Physical Security for Executives

Presenter
Presentation Notes
We have coordinated and collaborated on lots of physical security staffing gigs.

We have staff certified in executive protection.

We just don’t talk about it.  :-)
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Physical Security for Events

Presenter
Presentation Notes
I’ve worked on and also coordinated physical security for many events.
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Physical Security for Events

Presenter
Presentation Notes
A lot of these events have involved firearms.
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Physical Security for Events

Presenter
Presentation Notes
If you have a huge group of people, all of whom have guns, and someone is potentially causing a problem… think of what that’s like for organizers and security
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Physical Security for Events

Presenter
Presentation Notes
I’ve been the one to go over to someone, to tell them that they are being unsafe or making others uncomfortable, and then stood there while they packed up all their hardware because I’ve informed them that they have to leave.  I’ve never had a single situation go sideways.
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Containing Situations

Presenter
Presentation Notes
de-escalated fights between civilians, 

talked down overly-aggressive guards, 

poor Private write-up, airport, Army officers, drinking too much on an airplane.
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Containing Situations

Presenter
Presentation Notes
not all of you folk have been frontline security staff, but many of you may know S.E. tactics or even just sales/customer service

pace and lead / tactical civility

Someone demands to speak to a manager…
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Containing Situations

Presenter
Presentation Notes
…the manager is often someone with even more skill in this area.  Pace and Lead, show respect, contain the situation then resolve the conflict.

Key discipline: Being nice even when someone doesn’t deserve it.
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“Be Nice”

Presenter
Presentation Notes
It’s not quite as simple as Road House makes it seem

Treat people with Respect.

Ask people to do things.

Explain why.
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Respect.  Ask.  Explain.

Presenter
Presentation Notes
Doctors and malpractice suits

https://www.nytimes.com/2015/06/02/upshot/to-be-sued-less-doctors-should-talk-to-patients-more.html
Aaron Carroll of Healthcare Triage

https://jamanetwork.com/journals/jama/article-abstract/414233
Journal of the American Medical Association
“Physician-Patient Communication: The Relationship With Malpractice Claims Among Primary Care Physicians and Surgeons”
Wendy Levinson, Debra Roter, John Mullooly



Hackers Aren’t Always Good at This

Presenter
Presentation Notes
I’m bringing this up because we have a problem in the hacker world and with a lot of cons.

Unlike other “pulled together by the community” events (e.g. fandom community, gaming community, etc) which wound up adopting a lot of professional hired security as these scenes and their cons grew up… hacker cons, by and large, have NOT done this.
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Respect.  Ask.  Explain.

Presenter
Presentation Notes
This is the attitude that a lot of security bouncer types have.  I’m not saying all hacker con security is bad.  I’m not calling out the DEF CON Goons, regardless of that last slide.   (Frankly, the HOPE conference last year was probably the pinnacle of staff being disrespectful and angry toward attendees who voiced concerns)

I’m not calling out specific cons as much as I’m saying that, in general, the biggest thing that most security staff members need to learn is how to interact with people respectfully and kindly.  (Because this sign might as well be sitting front-and-center on some people’s desks.)

h/t to Snipe for this image  :-)
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Take a Breath and Slow Down

W
A
I
T

Presenter
Presentation Notes
Often, the biggest and best thing you can do to make a difference in a given situation is remember “WAIT”
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Take a Breath and Slow Down

WHY
AM
I
TALKING?
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The Power of Not Talking
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For Negotiating

Presenter
Presentation Notes
For negotiating and getting what you want
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For Investigating

Presenter
Presentation Notes
For interviewing a suspect
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For Counseling

Presenter
Presentation Notes
For listening and offering counsel and aid
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Event Security Needs All of Those Skills

Presenter
Presentation Notes
Banasidhe is one of the most skilled people I know who can do all of these elements and more… due to her listening skills, etc.  She’s been a huge benefit to many events where she’s been on staff.

Other events, however, can suffer from a lack of this kind of talent among security staff.

But I’m here to give you a crash course



Verbal Judo

Presenter
Presentation Notes
Does anyone know who this is?

Dr. George Thompson   a.k.a. “Doc”

former English professor, then a beat cop, then an instructor on diffusing conflict

Verbal Judo a.k.a.  Verbal Aikido  a.k.a  Verbal Self-Defense
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Verbal Judo

Presenter
Presentation Notes
If you get upset, you lose

People try (maybe even without realizing it) to get you riled up because it gives THEM more power

Does this mean being a pushover?  No.  Not at all.
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Tactical Civility

Presenter
Presentation Notes
Tactical Civility
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Get On Their Level

Presenter
Presentation Notes
Get on someone’s level

(witnessing a 6’4” staffer who weighs over 200lbs and a near-tears trans woman who was about 5’nothing and might weigh 115 soaking wet with rocks in her pockets)
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Attempt a Genuine Connection

Presenter
Presentation Notes
Make a genuine attempt to connect with them
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Validate and Redirect

Presenter
Presentation Notes
Acknowledge the person and their position

“However” -or- “But” -or- “And”

Professional, goal-centered conversation

“I recognize that you want to speak to the head organizer right now, however they’re asleep for the first time in 36 hours… let’s talk about how we can get another person who’s empowered to help you down here right now”��“I acknowledge that your company paid for the $10,000 sponsor package, but that does only come with a dozen free tickets to the conference… let’s talk about why your team is in a bind and find a way to manage all your people.”
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Gooooooooooooooooooooooooooooals!

Presenter
Presentation Notes
what are the goals you’re shooting for?
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What Are Your Goals in Verbal Self-Defense?

1. Calm

Presenter
Presentation Notes
First target:  ease everyone’s heightened emotions
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What Are Your Goals in Verbal Self-Defense?

1. Calm

2. Cooperation

Presenter
Presentation Notes
Second target: can they see your goal as the right goal?
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What Are Your Goals in Verbal Self-Defense?

1. Calm

2. Cooperation

3. Collaboration

Presenter
Presentation Notes
Ultimate target: encourage them to actively work with you, now as well as later, in the service of the best outcome
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What Are Your Goals in Verbal Self-Defense?

1. Calm

2. Cooperation

3. Collaboration

X. Compliance

Presenter
Presentation Notes
Underlying fallback target:  contain the situation and bring immediate cessation to any harmful behavior
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What Are Your Goals in Verbal Self-Defense?

1. Calm

2. Cooperation

3. Collaboration

X. Compliance

Presenter
Presentation Notes
This is why you’re in a security role… this is why you’re on staff at events.

Many folk get it.  But there are a small number of people who sadly do not… they seem to feel like being a volunteer is supposed to be 100% a fun time with their friends and that individuals who approach them with problems are getting in the way of their fun.
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Goals if You’re an Asshole

1. Compliance

2. “OK, Go Away Now.”

Presenter
Presentation Notes
If a person comes up to you for help when you’re on staff and they do not leave you calmer than when they approached you, there’s a chance your approach was wrong.
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Enhancing the Calm

Presenter
Presentation Notes
Calm others through Empathy
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Enhancing the Calm

Presenter
Presentation Notes
Calm others through Empathy
  Is someone else speaking out of Anger, Fear, Ignorance ?
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Enhancing the Calm

Presenter
Presentation Notes
Calm others through Empathy
  Is someone else speaking out of Anger, Fear, Ignorance ?
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Enhancing the Calm

Presenter
Presentation Notes
Do not command them to "calm down"
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Enhancing the Calm

Presenter
Presentation Notes
Do not command them to "calm down"
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Enhancing the Calm

Presenter
Presentation Notes
 Do not say "I understand", SHOW you understand by paraphrasing their own statements back to them
    (create a third person in a two-person discussion, framework of asking them True/False questions)
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Enhancing the Calm

Presenter
Presentation Notes
BUT the word “understand” absolutely has a place.
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Showing That You are Listening

Presenter
Presentation Notes
"Let me make sure I understand what you just said..."

The most powerful thing you can say to get someone to stop talking and pay attention to you… if you’re genuine…
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Showing That You are Listening

Presenter
Presentation Notes
Any variation you like

“If I’m hearing you correctly, what happened was…”



De-Escalation Tactics
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The Old Mentality: Escalation
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The Old Mentality: Escalation

1. Tell

Presenter
Presentation Notes
“step over here to the side, sir”

(maybe if you’ve got some privilege you get a “please” mixed in there.  But here is where politeness often ends)
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The Old Mentality: Escalation

1. Tell

2. Order

Presenter
Presentation Notes
“hey, I said get over against the wall, now!”
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The Old Mentality: Escalation

1. Tell

2. Order

3. Threaten

Presenter
Presentation Notes
“are you deaf?!  Get up against the wall!  You trying to get tazed?!”
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The Old Mentality: Escalation

1. Tell

2. Order

3. Threaten

4. Glare

Presenter
Presentation Notes
No more words.  Time for words has ended (unless you repeat your previous threat again)
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The Old Mentality: Escalation

1. Tell

2. Order

3. Threaten

4. Glare

5. Grab

Presenter
Presentation Notes
Going hands-on because the other person was not immediately compliant and deferential
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The New Mentality: De-Escalation
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The New Mentality: De-Escalation

1. Ask

Presenter
Presentation Notes
Right off the bat, we’re seeing a QUESTION not a STATEMENT

Of course, asked in a way that establishes your credentials, character, and credibility

“Would you please make room here so that people can pass?  We’ve got a lot of people to manage out here and I want to see everyone staying safe, alright?”
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The New Mentality: De-Escalation

1. Ask

2. Explain

Presenter
Presentation Notes
explain WHY you need them to do what is asked

set context... it gives you ground to stand on, it's a sign of respect

“I want to make sure that other uninvolved people can get by, so that we don’t get any reports of blocked rights-of-way… because I also want to protect your right to be here demonstrating”
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The New Mentality: De-Escalation

1. Ask

2. Explain

3. Present Options

Presenter
Presentation Notes
Creating and Presenting Options
  * friendly voice
  * body language!  (You may be trying to de-escalate the situation by talking to the other person, but your body language may be showing a willingness to get physical.)
       -  visible hands.
       -  slow, deliberate movements
       -  finger pointing, shrugging can be misinterpreted
  * positive option first/then negative/remind positive
  * be specific, paint the whole picture of each option
  * address the "What's in it for me?" mindset for them

“listen, as long as you remain off the road surface you can be right here… I know you want your voices heard by the politicians in this building here.  Now, if the road keeps getting blocked, you’ll have to relocate to the park down the street where the larger demonstration is taking place.  But I think you’d prefer to be right here.”

 (remove onlookers whenever possible)
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The New Mentality: De-Escalation

1. Ask

2. Explain

3. Present Options

4. Offer Choice

Presenter
Presentation Notes
give them the choice, allow them to confirm their noncompliance if things are going that way

“so, can you work with us here and keep room for passers-by?  Or do you want to relocate down at the city park?”
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The New Mentality: De-Escalation

1. Ask

2. Explain

3. Present Options

4. Offer Choice

5. Follow-Through

Presenter
Presentation Notes
Give them the time to answer you… the power of silence.  You’re not threatening them, you’re not aching to go hands-on… you want the low-impact resolution.

You’ve already spelled out the choices and the outcomes.  Now, professionally and without animosity, follow through.



After a Situation is Contained: Victim Assistance
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We’ve Had a Lot of Challenges with Addressing Victims

https://soundcloud.com/cyberscoop/derbycon-feb-1
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“Who the Hell are You to Tell Us About This?”
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…I Also Happen to Be Trained In This Field by the Department of Justice

Presenter
Presentation Notes
Certified by the DoJ

Trained as victim services provider and counselor to victims of violent crime
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Ethical Standards for Victim Services Providers

1.1 communicate responsibilities, limitations, and implications to victims 

1.3 professional conduct, avoid appearance of impropriety

1.4 professional competence, training

Presenter
Presentation Notes
Summarized: you are a not a superhero.  Know your limits and do your best to mitigate those limits.

Question: how many cons do you know who budget for training for their security teams?  Even their team leads?  I only know a few.
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Ethical Standards for Victim Services Providers

1.1 communicate responsibilities, limitations, and implications to victims 

1.3 professional conduct, avoid appearance of impropriety

1.4 professional competence, training

2.1 promote mutual respect & public confidence

2.3 contribute to improvements of systems

Presenter
Presentation Notes
Summarized: you and your team will never be perfect… but self-evaluate and be open about your mistakes

Question: how many cons do you know that publish a police-blotter style summary of incidents?  How many post blogs or articles, etc, saying “here’s some things we’ve done wrong… here’s how we’re trying to do better” ?
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Ethical Standards for Victim Services Providers

1.1 communicate responsibilities, limitations, and implications to victims 

1.3 professional conduct, avoid appearance of impropriety

1.4 professional competence, training

2.1 promote mutual respect & public confidence

2.3 contribute to improvements of systems

3.1 protect victims’ rights

3.2 advocate for victims’ desired course of action

3.3 do not victim blame (expressing suspicion, being judgmental, etc.)

3.4 victims have the right to self-determination

3.5 confidentiality

3.6 avoid conflicts of interest

3.8 avoid letting personal relationships interfere with objectivity & professional judgements

Presenter
Presentation Notes
Summarized: what the victim needs matters more than what you need.  Believe victims, protect victims, and advocate for victims.  You’re not a crime-fighter.  That’s the police (remember how often folk crow about that, right?)

Questions: How often have you heard a security person say “the victim reported their assault the wrong way” ?�        How many of you know of incidents where facts about a victim or an incident have leaked out?   (hell, twitter dumps of DMs, etc)

In our community, it’s often very hard to have staff who don’t know much of our community.  That’s actually part of the value… that we all know one another.  But it does raise considerations of objectivity that we have to be cognizant of.
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“But We Have to Follow The Law!  We Can’t Just Have Our Own Standards!”

Presenter
Presentation Notes
We hear this all the time.  “Evidentiary standards” or “who has what kind of authority” etc etc
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Military Justice System

Crimes Unique to the Armed Forces

Article 31 Rights

Special Investigative Bodies

Rule 514

Restricted vs Unrestricted Reporting

VWAPs

Presenter
Presentation Notes
crimes unique to armed service
  desertion/AWOL
  disrespect
  dereliction
  failure to obey
  mil property
  drunk
  malingering
  conduct unbecoming

don’t claim that you can’t “set your own rules” when you’re a private event or institution.  You absolutely can.
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Military Justice System

Crimes Unique to the Armed Forces

Article 31 Rights

Special Investigative Bodies

Rule 514

Restricted vs Unrestricted Reporting

VWAPs

Presenter
Presentation Notes
It goes the other way, too.  Anyone in the service know what Article 31 covers?

It’s like enhanced Miranda rights.  Accused has even more protections.  Again… a unique community can have their own standards which differ from that of wider society.
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Military Justice System

Crimes Unique to the Armed Forces

Article 31 Rights

Special Investigative Bodies

Rule 514

Restricted vs Unrestricted Reporting

VWAPs

Presenter
Presentation Notes
the Army CID, the NCIS, the AFOSI

Doing your own investigation and doing your own homework if you have trained people on staff… sure, why not?
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Military Justice System

Crimes Unique to the Armed Forces

Article 31 Rights

Special Investigative Bodies

Rule 514

Restricted vs Unrestricted Reporting

VWAPs

Presenter
Presentation Notes
privilege to refuse or disclose communication with victim advocates

“A victim has a privilege to refuse to disclose and to prevent any other person from disclosing a confidential communication made between the victim and a victim advocate, in a case arising under the UCMJ, if such communication was made for the purpose of facilitating advice or supportive assistance to the victim”

Victims can definitively say “I do not want action taken” or “I do not want this to be spread further” and it must be respected.  Anyone who asks “why wouldn’t a victim want their case handled by authorities?” go ahead and choke on this, because the military (a place rife with power dynamics and potential victimization) even understands that reporting comes with HUGE risks to reputation and career and they guard victims in these situations
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Military Justice System

Crimes Unique to the Armed Forces

Article 31 Rights

Special Investigative Bodies

Rule 514

Restricted vs Unrestricted Reporting

VWAPs

Presenter
Presentation Notes
Restricted reporting – does not trigger investigative process

Unrestricted reporting – investigation can take place, but still within DoD Confidentiality Policy (directive 6495.01)
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Military Justice System

Crimes Unique to the Armed Forces

Article 31 Rights

Special Investigative Bodies

Rule 514

Restricted vs Unrestricted Reporting

VWAPs

Presenter
Presentation Notes
Victim/Witness Assistance Program

Specifically calling out and establishing victims’ rights and that they deserve a voice
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“But the Armed Services are Full of Rules.  You Can’t Compare it to Civilian Society.”

Presenter
Presentation Notes
People sign up and agree to the rules when they sign up.  Sure.

So, let’s have make a civilian analogy instead!
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Tribal Justice Systems

Presenter
Presentation Notes
Tribal justice systems.  I am wondering how many people in this room honestly knew that tribal lands have their own courts, their own law enforcement, and their own rules and –most notably– their own standards of justice.
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Tribal Justice Systems

Concurrent Jurisdiction

Justice Principles

Multiple Types of Courts

Presenter
Presentation Notes
Public Law 280  (1953)

The idea that tribal law enforcement handles some matters,  federal / county sherrif handles other matters… but they can overlap and share jurisdiction

With conferences, some folk like to think there’s some “bright line” where things go from “our problem” to “not our problem” and they wash their hands of it
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Tribal Justice Systems

Concurrent Jurisdiction

Justice Principles

Multiple Types of Courts

Presenter
Presentation Notes
Peace
Healing
Harmony
holistic approach
non-adversarial process
restorative and distributive and reparative justice

A group may opt to place value on specific principles that civilian law enforcement doesn’t often emphasize.  Said group can absolutely set up a system of justice and policies for handling reports of wrongdoing that emphasize these principles, even if a civilian court might not.
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Tribal Justice Systems

Concurrent Jurisdiction

Justice Principles

Multiple Types of Courts

Presenter
Presentation Notes
Family Forum - interpersonal
Community Forum - more serious
Traditional Court - community meeting style, non-adversarial
Western-Style Tribal Court - like conventional western adversarial court

Again… a group absolutely has the right to guide their own principles of interaction for their members, even when conflicts arise.  The use of the American Societal Policing model isn’t the gold standard across our land.  And it doesn’t have to be the standard we adopt for ourselves among our own private groups and events.
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“Our Conference Doesn’t Need to Do Anything Special… We’re Already Doing Great!”

Presenter
Presentation Notes
Have you honestly had a lack of incidents?

Or just a lack of reports by victims?
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Victim Barriers

Presenter
Presentation Notes
Some reasons the DoJ highlights regarding why Victims don’t always come forward…

Lack of faith in the system
Do not trust people to help
Do not trust folk to respect confidentiality
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Crisis Reactions

Presenter
Presentation Notes
a crisis is not an event (but has a critical situation or event that causes it)

a crisis reaction is how a person's body and mind react to an unusual (often dangerous) event

normal coping strategies and techniques are overwhelmed
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Crisis Reactions

Unusual / Dangerous Event (Normal Coping Strategies are Overwhelmed)
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Crisis Reactions

Unusual / Dangerous Event (Normal Coping Strategies are Overwhelmed)

Common Crisis Reaction Pattern:

1. Shock / Disbelief / Denial

2. Emotional Confusion / Scattered Recollection / Shame / Humiliation / Self-Blame

3. Return to Balance (not “better” but emotional rollercoaster ebbs)
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Crisis Reactions

Unusual / Dangerous Event (Normal Coping Strategies are Overwhelmed)

Common Crisis Reaction Pattern:

1. Shock / Disbelief / Denial

2. Emotional Confusion / Scattered Recollection / Shame / Humiliation / Self-Blame

3. Return to Balance (not “better” but emotional rollercoaster ebbs)

Do Not Judge Anyone’s Reactions to a Critical Event…

… Everyone’s Results and Reactions are Different
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What the Department of Justice Has to Say about Collaboration…

Presenter
Presentation Notes
Collaboration and reaching out to other groups.

When women or LGBTQ folk in our community have spoken up with concerns, how many events have brought them in to discuss them?  What level of collaboration took place?
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What the Department of Justice Has to Say about Collaboration…

“Vested interest”

“Open communication”

“Diversity… different backgrounds, 

economics, genders…”

“Ego is a particular problem”

“Move beyond simple tolerance.  

Embrace and celebrate differences.”

“Accept differences in culture, background, and lived 

experience… race, ethnicity, national origin, color, gender, 

gender identity, orientation, age, ability, political & religious 

affiliation, socioeconomic status…”

Presenter
Presentation Notes
This is the US DoJ's language
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Barriers to Inclusion
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Barriers to Inclusion

• Lack of Emotional Maturity

• Ignorance of Biases

• Ignorance of How One's Actions Affect Others

• Oversimplification

• Inability to Look Beyond Your Own Perspective

• Lack of Courage

Presenter
Presentation Notes
Again, I’m quoting from the Department of Justice’s training materials

cultural differences effect:
  meaning of victimization
  expression of emotion
  sharing private matters
  seeking help
  expectations of how victims act or feel
  expectations about recovery, empowerment, retribution, and revenge
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Barriers to Inclusion

• Lack of Emotional Maturity

• Ignorance of Biases

• Ignorance of How One's Actions Affect Others

• Oversimplification

• Inability to Look Beyond Your Own Perspective

• Lack of Courage

“Recognize imbalance of power
and issues of oppression and privilege”

Presenter
Presentation Notes
Especially this final line right here
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Barriers to Inclusion

“Recognize imbalance of power
and issues of oppression and privilege”

Presenter
Presentation Notes
“It is necessary to accept others' values.  You don’t have to agree with them, but you do have to not judge them.”

 ...the only exception is when cultural values are so antisocial as to threaten others.

In other words… if someone isn’t a threat to you or others, leave them the fuck alone.  




https://deviating.net

The Takeaway

Presenter
Presentation Notes
What’s my take-away message if you deal with victims?...
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The Takeaway

Organizations Should…

1. Have values and principles that enable cross-cultural work

2. Have the capacity to value diversity, to self-assess, and to adapt

3. Incorporate cultural competency in policy making and practice

Presenter
Presentation Notes
We’ve talked about containing incidents, and now we’ve talked about supporting victims.

If you’re running an event or any organization, ask yourself if these statements apply to you.  Because on both sides of the coin (incident handling and victim handling) these should be the key to how you develop your tools and techniques

Which leads me to my final section… and one that I’m frankly ASTONISHED is something we are still grappling with as a community…



Codes of Conduct

Presenter
Presentation Notes
Yep… gonna spend a couple minutes talking about CoCs
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Codes of Conduct

Presenter
Presentation Notes
Oh boy, do Codes of Conduct get a rise out of people.
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Codes of Conduct
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Codes of Conduct
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Codes of Conduct

Presenter
Presentation Notes
And here’s the key argument you hear most of all.  The notion that “a code of conduct is just a piece of paper and that can’t keep a person safe”
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Codes of Conduct: An Analogy

Presenter
Presentation Notes
Drunk Driving Laws.

1906 – first became illegal
1940s – actual specifications started appearing
Through the 1970s, 80s, and 90s much more evolution
2004 – all state laws uniform
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Codes of Conduct: An Analogy

Presenter
Presentation Notes
I want you to imagine something… I want you to imagine a drunk moron in a bar.  Four whiskies in, he says

“Drunk driving laws a such bullshit.  Idiots think that some words on paper can prevent drunk driving
…. I mean, look at this  *hiccup*  I could go get in my car and drive home right now!  *hiccup*  Laws can’t stop bad behavior!”

You’d think that person was an idiot, right?

Of course DUI laws can’t prevent drunk driving.  They exist to address drunk driving. (by establishing clear boundaries and consequences)

“Yeah, well,” says the idiot, “We made it illegal and that was that… you said that happened in 1906.  What was the point of writing more and more words over and over…?”

OK, I want you to imagine something…
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Imagine Two Drivers

Middle-Aged
Average-Looking

White Guy

Presenter
Presentation Notes
On the one hand, an average looking white guy
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Imagine Two Drivers

Middle-Aged
Average-Looking

White Guy
Transgender

Black Woman

Presenter
Presentation Notes
The other driver: a black trans woman

We’ll call her “Andrea” (because she is, in fact, Andrea Jenkins – first trans black woman elected to public office)

The other guy, we’ll call him “Dave” (because I have no idea what his name could be.  I literally did a google image search for “average looking white guy” and he popped at the top of the results)

So, they both are at a restaurant/bar kind of joint….
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Imagine Two Drivers

Five Beers
During a Game

.12 BAC

1.5 Glasses of Wine
During Dinner

.05 BAC

Presenter
Presentation Notes
Dave watches a hockey game and has 5 beers.

Andrea eats a meal and has a glass and a half of wine.

An hour after they both walked in, Dave is not legal to drive and Andrea still is.

They both get into their cars and drive home.  With or without drunk driving laws, either one of them can decide to do that, right?  “The law doesn’t stop them”

That’s not the point.  The point is… what happens if they get pulled over or what happens if a staff member thinks about calling the authorities on them
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Imagine Two Drivers

Presenter
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If Dave gets pulled over, what’s the likelihood that he is in the same societal in-group as the officers making the stop?  Hell, in a small town, what’s the likelihood that he bowls with them and their sergeant every Tuesday night?

What unconscious preconceived notions might come into play that informs how Dave will behave (relaxed, cool, etc) and how the police may treat him without even realizing it?

Most of all: if there are no specific drunk driving statutes, how much flexibility is there in whether they think Dave is “impaired” or not?  Can you see how this flexibility could interact with their subconscious biases?

And what about Andrea?  She’s not drunk… but do you think she might be nervous anyway?  With a hint of wine still on her breath, if there are no specific B.A.C. levels specified under the law, do you think there’s a slightly higher chance that she as opposed to Dave actually ends her night being processed at a police station?  Maybe she beats the charge, or maybe not.

Specificity in the law establishes clear-cut, exacting standards that make it harder to argue your way out of and make it less likely that authorities will let things slide due to unacknowledged, systemic prejudice.
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“We Have a One-Line Code of Conduct”
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“ah, ha!” say some people, “our con does have a CoC… it’s one line!”

That’s not a CoC… that’s a motto.

And it’s a nice sentiment.  But it’s not a clear set of rules and expected standards of behavior.
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“We Have a One-Line Code of Conduct”
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Just like a billboard is not an enforceable D.U.I. statute.

Yes, this billboard conveys society’s broad norm that they want enforced.

And if you then send a bunch of authority figures out in the world with a mission to carry out these wishes and no other guidance…
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“We Have a One-Line Code of Conduct”
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…who is going to get away with bad behavior?  And who is going to face increased scrutiny with no way to “prove” that they are doing nothing wrong?
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Codes of Conduct
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Simply put: Codes of Conduct exist because you are imperfect.  And because I am imperfect.  Because every one of us – including all of the good folk who work in security roles at events, and all the hackers who attend con events – are imperfect.

Anyone who says “my event doesn’t need a CoC” is either asserting that they have perfect, flawless judgement or that their attendees have perfect, polite demeanor.  Or both.
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Use the Tools at Your Disposal
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Containing Incidents:
De-Escalation Skills
Verbal Judo

Victim Assistance Knowledge:
Victim Services Training
Crisis Counseling Training
Codes of Conduct

… none of these spring from the earth, fully-formed.  They come from professional training, workshops, and tabletop discussions with you and your team.  And if you’re not prepared to invest even a modicum of effort like this for your attendees, are you really doing “all you can” to make your event as successful and happy for everybody as you want it to be?



Use the Tools at Your Disposal

Presenter
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If DEF CON – as a nearly 30,000 person event with hundreds of all-volunteer staff – can manage to evolve, offer specialized training to shift leads, and adopt a CoC… I’m pretty sure your event can, too.



Thank You Very Much!

to send me hate mail...

deviant@deviating.net

to block me on twitter...

@deviantollam

to attempt to pwn my website or download these slides to be mad at them... https://deviating.net
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