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Chicago Lock Company
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Chicago Lock



Fort Lock
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Fort Lock
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Fort Lock - GEM Product Line
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Fort Lock - GEM Product Line



National Cabinet
(now CompX)
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National Cabinet
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CompX
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CompX Fort
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CompX Chicago
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CompX



That’s Where
We Are Today
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Generic Tubular Locks Are Plentiful Now
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Picking Tubular Locks
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Picking Tubular Locks
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Tubular Lock Bitting
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Tubular Lock Bitting
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Tubular Lock Bitting
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Tubular Lock Bitting
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Offset Tubular
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Tubular Blank Sizing
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Tubular Locks in the Field
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ESD Hardware
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ESD Hardware



Locks Similar to 
Chicago Locks
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CompX Turbine Lock
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Supra-C Axial Wafer Lock



Elevators
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Elevator Security
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Elevator Security
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Special Elevator Functions
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Fire Service Keys
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Knowing Which Key to Use
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Knowing Which Key to Use
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ASME A17.1 (2007): Safety Code for Elevators & Escalators

2.27.8 Switch Keys

The key switches required by 2.27.2 through 2.27.5 for all elevators  in  a  building  shall  be  operable  by  the 
same key. The keys shall  be  Group  3 Security (see 8.1). There shall be a key for each switch provided. These 
keys shall be kept on the premises in a location readily accessible to firefighters and emergency 
personnel,  but  not  where they are available to the public.

This key shall  be  of a tubular, 7 pin, style 137 construction and shall have a bitting code of 6143521. The key 
shall be  coded  "FEO-K1.“

The possession of the "FEO-K1“ key shall be limited to elevator personnel, emergency personnel,  and  elevator 
equipment manufacturers. Where provided, a lock box, including its lock  and other components, shall conform 
to the requirements of UL 1037 (see Part  9).

NOTE (2.27.8):  Local authorities  may  specify additional requirements for a uniform keyed lock box  and  its 
location to contain the necessary keys.

The FEO-K1 Key



59

The FEO-K1 Key
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The FEO-K1 Key: Directly on the Car Panel
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The FEO-K1 Key: Inside Fire Service Panel
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The FEO-K1 Key: Other Implementations
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The FEO-K1 Key Led To: The Building Fire Key
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The FEO-K1 Key Led To: The FACP Key
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The FEO-K1 Key Led To: The Sprinkler Valve Key
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Sprinkler Valve Locks
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Sprinkler Valve Locks
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Sprinkler Valve Locks
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Sprinkler Valve Locks
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Sprinkler Valve Locks
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The FEO-K1 Key Led To: The Elevator Controller
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You Will Notice These Boxes Everywhere
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Elevator Fire Service as an Attack Vector
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Elevator Fire Service as an Attack Vector
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Elevator Fire Service as an Attack Vector



78
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Elevator Fire Service as an Attack Vector
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Elevator Fire Service as an Attack Vector
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Elevator Fire Service as an Attack Vector
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Security Testing in Other Environments
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Security Testing in Other Environments
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Security Testing in Other Environments
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Security Testing in Other Environments
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Plenty of Other Airports Out There, However
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Plenty of Other Airports Out There, However



94

Don’t Mess with Elevators if You’re an Idiot
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Don’t Mess with Elevators if You’re an Idiot



96

Don’t Mess with Elevators if You’re an Idiot
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Don’t Mess with Elevators if You’re an Idiot
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So Can You Never Safely Use Fire Keys?
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One of the Best (And Safest) Fire Key Uses
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Destination Dispatch Elevator Systems



101

Destination Dispatch Elevator Systems
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Destination Dispatch Elevator Systems
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Destination Dispatch Elevator Systems
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Destination Dispatch Elevator Systems
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The C.O.P. Has Very Few User Controls
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The C.O.P. Has Very Few User Controls
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Destination Dispatch Security and Lockouts
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But What Does Almost Every Elevator Support?



109

Look Again at the Car Operating Panel



110

Hidden Cab Call Floor Buttons
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Hidden Cab Call Floor Buttons
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Hidden Cab Call Floor Buttons
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Hidden Cab Call Floor Buttons



A Note About
Social Engineering
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“Just Look Like You Belong There”
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Have a Few Generic Blue Collar Outfits
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Polo Shirt Can Work as “Specialized Technician”
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Accessories can Sell Your Outfit/Persona
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Accessories can Sell Your Outfit/Persona
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NFPA 80 and NFPA 101 Life Safety Inspection
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NFPA 80 and NFPA 101 Life Safety Inspection
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NFPA 80 and NFPA 101 Life Safety Inspection
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NFPA 80 and NFPA 101 Life Safety Inspection
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NFPA 80 and NFPA 101 Life Safety Inspection
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NFPA 80 and NFPA 101 Life Safety Inspection
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NFPA 80 and NFPA 101 Life Safety Inspection



The Elevator
Repair Story
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Elevator Technician is a Great Cover Story
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Elevator Technician is a Great Cover Story
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Elevator Technician is a Great Cover Story

1. This is a test.



131

Elevator Technician is a Great Cover Story

1. This is a test.

2. Can you hear me?
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Elevator Technician is a Great Cover Story

1. This is a test.

2. Can you hear me?

3. Can you identify my location?
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“Identify My Location” is the Killer

1. This is a test.

2. Can you hear me?

3. Can you identify my location?
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A Contractor Clipboard is Awesome, By The Way
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A Contractor Clipboard is Awesome, By The Way
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A Contractor Clipboard is Awesome, By The Way
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Another Pretext: “Checking Elevator Leveling”
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“Look Like You Belong There”
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Preliminary Recon
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Preliminary Recon
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“Look Like You Belong There”
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“What if Someone Asks for ID?”
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Security Testing Credentials
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Badge Printers
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Portable Badge Printers
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Portable Badge Printers
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Portable Badge Printers
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Portable Badge Printers
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Badge Printing for Red Teamers
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Badge Printing for Red Teamers
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Badge Printing for Red Teamers
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Badge Printing for Red Teamers
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“Look Like You Belong There”
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“Look Like You Belong There”
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So We Were in the Building…
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Teammate Had to Go Back to Hotel



158

I’ve Got Nothing But Time
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I’ve Got Nothing But Time
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Things at the Hotel Were Going Slowly
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Things at the Hotel Were Going Slowly
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Things at the Hotel Were Going Slowly



163

Then I Nearly had a Heart Attack
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I Figured it Must Be The Cleaners
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It Wasn’t
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It Wasn’t
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Fortunately, I’m a Friendly Elevator Tech
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“I’ll Have to Check the Controller”
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Everyone Wants to Keep Elevators Working



Other Scenes
From the Field
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Scenes From the Field
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Scenes From the Field



177

Scenes From the Field
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Scenes From the Field



Producing Keys



Duplication
vs.

Origination
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Duplication vs. Origination
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Key Duplication
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Key Origination
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Key Origination: HPC Blitz
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Key Origination & Duplication: HPC Switch Blitz
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Key Origination: HPC Punch
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Key Origination: Pro-Lok Blue Punch



194

Key Origination: Lishi Key Cutter Pliers
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Covert, Surreptitious, or Clandestine?
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Key Origination
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Key Origination: 3D Printing
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Key Origination: 3D Printing



How Do You Produce 
Tubular Keys?
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Tubular Key Production: HPC Scotsman
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Tubular Key Production: Hurdy-Gurdy
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Tubular Key Production: Hurdy-Gurdy
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Tubular Key Production: Pocket Cutters
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Tubular Key Production: Pocket Cutters
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Tubular Key Production: Pocket Cutters
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Tubular Key Production: Pocket Cutters
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Tubular Key Production: Pocket Cutters
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Tubular Key Production: A Better Pocket Cutter
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Tubular Key Production: A Better Pocket Cutter
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Tubular Key Production: A Better Pocket Cutter



211

Tubular Key Production: A Better Pocket Cutter
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Tubular Key Production: A Better Pocket Cutter
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Tubular Key Production: A Better Pocket Cutter



Hanging Out
  After This…
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The Fort Lock Gematic



DEVIANT@DEVIATING.NET

@DEVIANTOLLAM

/DEVIANTOLLAM /DEVIANTOLLAM

REDTEAMALLIANCE.COM                                  ENTERTHECORE.NET                                         REDTEAMTOOLS.COM

@DEVIANTOLLAM
@DEFCON.SOCIAL 
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